Technological innovation capability (TIC) is a complicated and subtle concept which is based on multiple quantitative and qualitative criteria. The cores of a firm's long-term competitive dominance are defined by technological innovation capability which is the incentive for a firm's innovation. Various types of uncertainty can be noticed while considering multiple criteria for evaluating TIC. In order to evaluate TIC in a reliable way, a Belief Rule Base (BRB) Expert System can be used to handle both quantitative and qualitative data and their associated uncertainties. In this paper, a RESTful API-based BRB expert system is introduced to evaluate technological innovation capability by taking uncertainties into consideration. This expert system will facilitate firms' managers to obtain a recapitulation of the TIC evaluation. It will help them to take essential steps to ensure corporate survival and strengthen their weak capabilities continuously to facilitate a competitive advantage. Other users can also use this API to apply BRB for a different domain. However, a comparison between the knowledge-driven approach (BRBES) and several data-driven models has been performed to find out the reliability in evaluating TIC. The result shows that the outcome of BRBES is better than other data-driven approaches.
I. INTRODUCTION
Nowadays firms are facing rapidly changing environments, so they require continuous technological innovation and managerial response for maintaining competitiveness. A firm needs to reorganize its organizational assets and enhance its competitiveness to attain a satisfactory degree of harmonization to the external environment. Product life cycles shortening and globalization of markets has accelerated firm response rapidly to improve and refine their technology management activities [1] . Hence identification and evaluation of technologies from numerous sources can play a significant role in the efficient management of technological resources. For this reason, firms must combine organizational resources, and technological innovation so that they can assure corporate survival and competitive advantage. Technological innovation capabilities have become the principal foundation of market competition. Firms need to monitor their TICs periodically and strengthen their weak capabilities continuously to facilitate a competitive advantage. Technological innovation capabilities consist of multi-criteria difficulties and involve various organizational tasks and resource combination among several departments [2] . These capabilities are important for the firms' continuous improvement in a competitive and sustainable market. A firm's technological innovation-related activities contain high uncertainty and imprecision. Therefore, it is difficult to assess innovation processes correctly as they are uncertain and unpredictable [3] . Technological innovation contains three types of uncertainties, which are the technological, market and enterprise-based uncertainties [4] . From this viewpoint, each phase of the technological innovation process embeds numerous sources of uncertainty and ambiguities. Since a firm's technological innovation capabilities are typically subjective and imprecise, this subjectivity and imprecision make the TICs evaluation process more complicated and challenging. Thus, evaluators may have different perspectives regarding various criteria and objectives. Technological innovation capabilities of a firm contain numerous criteria. These criteria can be both quantitative and qualitative criteria. Thus, several types of uncertainty exist while measuring these criteria which can be vagueness, imprecision, ambiguity, ignorance, and incompleteness. Insufficient data or lack of human knowledge can be one of the reasons for causing these uncertainties. For addressing this issue, a Belief Rule-Based Expert System (BRBES) can be utilized which can manage both quantitative and qualitative data and their related uncertainties to evaluate technological innovation capabilities efficiently. BRB expert system uses belief rule base for representing uncertain knowledge, and Evidential Reasoning (ER) works as an inference engine to manage both uncertain and heterogeneous data [5] . In this paper, a RESTful API-Based BRB Expert System has been developed which can process heterogeneous data with various types of uncertainties for evaluating TICs. Establishing a RESTful API-Based BRB expert system facilitates the extensive use of the system for different domains. For this research, a performance evaluation system like the evaluation of Technological Innovation Capability (TIC) is taken as a use case. The remainder of this article is structured as follows: Section II covers related work on technological innovation capability evaluation, while Section III provides an overview of methodology. Section IV describes the RESTful API-based BRB Expert System, and Section V presents the results and discussion. Finally, Section VI concludes the paper and indicates future work.
II. RELATED WORK
There are several existing methods used previously for evaluating TIC. Yam et al. [6] used statistical regression analysis to determine the TICs of Chinese firms in Beijing, China, based on seven capabilities which are learning, R&D, resource allocation, manufacturing, marketing, organizing and strategic planning. The relationship between TICs and innovation rate, product competitiveness, and sales growth among the firms was determined by utilizing regression analysis. Lu et al. [7] used the Analytical Hierarchy Process (AHP), fuzzy approach and multi-criteria together, where evaluators subjective judgments were used to make the TICs decision structure explicit based on their decision structure. An Analytical Hierarchy Process (AHP) method was used to determine the weight of all aspects and criteria of innovation performance, while evaluators' subjective judgments were made by applying the fuzzy set theory, and the fuzzy Multiple Attribute Decision-Making (MADM) method was employed to evaluate the firm innovation performance. Wang et al. [2] used a fuzzy measure and non-additive fuzzy integral method to assess the performance of synthetic technological innovation capabilities in hitech firms. The non-additive fuzzy integral method was employed to identify the principal criteria impacting TICs at hitech firms. Kong et al. [8] evaluated technological innovation capability by applying a fuzzy decision-making approach. The weight of subjective judgments was determined by employing an Analytic Network Process (ANP), while the fuzzy VIKOR algorithm was used to derive the best technology innovation enterprise. Cheng et al. [9] employed trapezoid fuzzy numbers and extension of Technique for Order Performance by Similarity to Ideal Solution (TOPSIS) for addressing the evaluation of technological innovation capabilities. This hybrid method was used to assess a printed circuit board firm. Sumrit et al. [10] employed the Decision Making Trial and Evaluation Laboratory (DEMATEL) method for examining the significance of criteria and establishing the causal connections among the criteria to evaluate the TICs of enterprises. All these TIC evaluation methods address various issues of technological innovation capabilities for specific scenarios. However, linear regression and DEMATEL method failed to address uncertainty in data as they don't have any mechanism to address uncertainty. Although fuzzy based approaches can handle uncertainties as a result of imprecision, vagueness, and ambiguity, they cannot address uncertainties because of incompleteness and ignorance, which can be observed with the criteria for evaluating technological innovation capability. Therefore, an appropriate knowledge representation schema and reasoning mechanism need to be used to address different kinds of uncertainties existing with the criteria of TICs. So, Belief Rule Base (BRB) can be utilized which will be an efficient way to evaluate technological innovation capability.
III. METHODOLOGY
A Belief Rule-Based Expert System (BRBES) consists of two main components which are a knowledge base and an inference engine. BRB expert system uses Belief Rule Base (BRB) for representing uncertain knowledge and creating the initial knowledge base, while Evidential Reasoning (ER) works as an inference engine to handle heterogeneous and uncertain data. [5] . A Belief Rule Base (BRB) is an extended form of conventional IF-THEN rule base, and it can express more complex non-linear causal connections under uncertainty. There are two main parts in a belief rule which are antecedent and consequent. Each antecedent attribute is linked with referential values while belief degrees are embedded with consequent attributes. BRB contains various learning or knowledge representation parameters such as attribute weight, rule weight, and belief degrees which are used to capture uncertainty in data [11] , [12] , [13] . A belief rule is presented below: IF Fund Raising Ability is High AND Optimal Capital Allocation is High AND Intensity of Capital Input is Medium AND Return on Investment is Low THEN Capital Capabilities is (High, 0.3), (Medium, 0.7), (Low, 0.0) In this rule, "Fund Raising Ability", "Optimal Capital Allocation", "Intensity of Capital Input" and "Return on Investment" are the antecedent attributes. "High", "Medium" and "Low" are their corresponding referential values. "Capital Capabilities" is the consequent attribute and it's referential values are "High", "Medium" and "Low". The belief distribution of the consequent "Capital Capabilities" are (High, 0.3), (Medium, 0.7) and (Low, 0). The sum of belief degrees (0.3 + 0.7 + 0.0 = 1) associated with each referential values of the consequent attribute is one, so this rule can be said complete. If the sum of belief degrees is less than one, then the rule can be considered as incomplete. It can cause because of ignorance or incompleteness. The relationship between antecedents and the consequent attribute is linear in traditional IF-THEN rule while it is non-linear for belief rule. In addition, data obtained from interviews or surveys are naturally non-linear [13] . As a result, it is likely to use belief rules for representing the data effectively. Evidential Reasoning (ER) can handle heterogeneous data as well as different types of uncertainties, for instance, incompleteness, ignorance, imprecision, vagueness [14] , [15] . The inference procedures using the ER approach consists of various steps such as input transformation, rule activation weight calculation, belief update, and rule aggregation which is shown in Fig. 1 . When input transformation is performed, the input value of an antecedent attribute is distributed over the referential values of that antecedent attribute of a rule, and these transformed values of the input data are known as matching degrees. The rules are called packet antecedent after assigning the matching degree, and they become active. The individual matching degrees of the antecedent attributes of a rule are combined using a weighted multiplicative equation. This combined matching degree of a rule is utilized to calculate the activation weight of that rule. The activation weight of a rule will be zero if that rule is not activated. After calculating the sum of the rule activation weight of a rule base, the result should be one [16] , [17] . If there is an absence of data for any antecedent attributes of a rule base because of ignorance, the initial belief degrees embedded with each rule in the rule base need to be updated to address the uncertainty due to ignorance. Finally, all the packet antecedents of the rules are aggregated to calculate the output for the input data of the antecedent attributes using the Evidential Reasoning algorithm. The calculated output value against the input data will be in a fuzzy form. The utility score embedded with each referential value of the consequent attribute is utilized to convert this fuzzy value into a crisp or numerical value. All these steps are done by following the procedures mentioned in [18] , [19] .
IV. BRBES TO EVALUATE TECHNOLOGICAL INNOVATION CAPABILITY
This section describes the architecture of the RESTful APIbased BRB expert system for evaluating technological innovation capability. Previously, a RESTful API was developed for flood risk assessment [20] . But there was a major flaw in the tree traversal algorithm when creating BRB dynamically. In the last iteration, it includes the topmost node as antecedent as well as consequent. In this paper, this flaw has been fixed by developing a new tree traversal algorithm. Besides, the previous RESTful API does not work if the referential value of antecedent and consequent is more than three. The new RESTful API will work even if the referential value of antecedent and consequent is more than three. However, in previous RESTful API, eleven keys were needed for a node in JSON data. In the new RESTful API, we only need eight keys for a node in JSON data. So, it will be less time consuming to prepare JSON data. Moreover, there is some limitation in previous RESTful API. The output shown for the initial rule base was only for the top-level BRB. For multi-level BRB, the initial rule base for mid-level BRB was not shown as output. As a result, the user gets no idea regarding the midlevel BRB. In addition, the output didn't show the antecedent and consequent of the corresponding rule. In the new RESTful API, the output of the initial rule base is shown for the toplevel BRB as well as mid-level BRB, and the output shows the antecedent and consequent of corresponding rules for all BRB. Furthermore, in previous RESTful API, the output shown for transformed input, activation weight, belief update, and rule aggregation was only for top-level BRB. In the new RESTful API, the output for all these steps is for top-level BRB as well as the mid-level BRB.
A. Architecture of RESTful API
The RESTful API follows a three-layer architecture model which are data management layer, application layer, and Application Programming Interface (API) layer. The architecture of RESTful API is represented in Fig. 2 . 1) Data Management Layer: Data management layer is accountable to create the initial rule base using the data. The initial BRB is the knowledge base of the system which is created in the data management layer. A BRB framework is created manually to construct the knowledge base while taking the criteria associated with the evaluation of technological innovation capability, which is shown in Fig. 3 . In this framework, five aspects and their associated criteria have been considered for TIC evaluation. These aspects and criteria are defined in [2] . In this research, JSON is used as the data format. The data for the node 'Percentage of researchers' is shown in JSON format in Fig. 4 .
2) Application Layer: Application layer contains inference engine with procedures such as input transformation, rule activation weight calculation, belief update, and rule aggregation. The input of the application layer is the initial BRB from the data management layer, and it runs the inference procedure on it. The initial BRB tree can be multi-level, so we need a tree traversal algorithm to traverse the BRB tree dynamically. Here, the previous tree traversal algorithm [20] has been modified, and a new dynamic tree traversal algorithm has been developed to fix the flaw as mentioned earlier. It uses a bottom-up approach to perform BRB tree traversal like the previous algorithm. This algorithm has also linear time and space complexity. The algorithm is demonstrated in Algorithm 3) API Layer: API Layer provides a simple programming interface to produce the output of different levels of the BRBES. This API facilitates a communication channel for the users using a high level of abstraction by contacting with the data management and application layer. It communicates with HTTP verbs and uses Uniform Resource Locator (URL), which is also known as API endpoints. The procedure to use this API is the same as mentioned in [20] .
V. RESULTS AND DISCUSSION
In order to evaluate technological innovation capability, data are collected from the multi-source database to increase accuracy and decrease error. Since many high-tech firms have no complete coverage of standard financial statistics and the data is treated as secret, it is troublesome to gather all the quantitative data from each high-tech firm. Therefore, the quantitative data are collected from each high-tech firm's annual operation report from various sources. The qualitative [21] . Based on the data, the TICs of each high-tech firms is evaluated using BRBES. A study with performance evaluation has been conducted to determine how BRBES, which is a knowledge-driven approach is performing compared to Linear Regression, ANN, Random Forest, and Decision Tree, which are data-driven models. Rules and logic are used by the knowledge-driven approach for representing beliefs. On the contrary, the data-driven approach does not use logic and only concentrates on observed data. Since data-driven approaches require data collected from past experiences, this makes them vulnerable in application to new things whether the knowledge-driven approach is not biased by the past and can employ new knowledge immediately. So, these two approaches can be competitive or cooperative when both observed data and expert knowledge of a specific domain is available. The machine learning methods were tested in the Spyder IDE. Thirty firms' data have been considered to perform a comparison between BRBES and the mentioned machine learning techniques. For simplicity, Table I Area under curve (AUC) of ROC is utilized to measure the accuracy of a result. The greater value of AUC indicates more accuracy and reliability of the predictive models. Fig. 5 shows ROC curves for BRBES, Linear Regression, ANN, Random Forest and Decision Tree, while Fig. 6 shows the AUC and the confidence interval (CI) for the mentioned techniques. From Fig. 6 , it can be noticed that the highest value of AUC is for BRBES because it considers all types of uncertainty that exist with both the qualitative and quantitative data which are required to evaluate TIC. However, this is not the case with the machine learning techniques as they do not consider uncertainties in the data. Due to the linear nature of the collected data, Linear Regression performs better than other machine learning techniques. That's why the AUC of Linear Regression is very near to BRBES. On the other hand, most of the time ANN doesn't deal well with small data. Though Random Forest is fairly good for training even small samples, it fails when there are rare outcomes or rare predictors because the algorithm is based on bootstrap sampling. In Decision Tree, continuous variables are implicitly discretized by the splitting process, losing information along the way. That's why, the AUC of ANN, Random Forest, and Decision Tree are very far from BRBES. So, the produced results of BRBES are better than other methods. Besides, the range of confidence interval of BRBES is highest, and the standard error for BRBES is lowest among other methods. So, it is more reliable than other methods. Thus it can be said that BRBES is performing better than other machine learning techniques.
VI. CONCLUSION
In this paper, a RESTful API-based BRB expert system has been presented for evaluating TIC. This expert system can handle larger rule bases by providing usability, portability and more computational power. To improve a firm's TIC performance, the firm manager can use this system for evaluating and determining a firm's innovation capabilities, and it will have a great impact on reducing overall uncertainty associated with technological innovation. The RESTful API provides an abstraction layer for the users wishing to use the BRB algorithm for their own domain. A comprehensive study with performance evaluation has also been performed to determine how BRB expert system is performing compared to other machine learning approaches. However, the dataset used for this research is not quite large. So, more data from other firms can be considered if available and more relevant criteria can be examined for evaluating TIC. The security aspects of the system can also be explored.
